


Mobile SOC solution for
advanced cyber defence

Defence organisations need to be ADVANTAGES OF
ready to detect, investigate and THE TACTICAL SOC

respond to cyber attacks in all _
terrains, including the most hostile. High performance

Airbus Defence and Space Cyber’s and safe

Tactical SOC, used by the French Ergonomic and
Armgd . Forces, pr.owdes SOC modular design
monitoring of critical systems,

whether deployed during Robust and
operational exercises, on the deployable

battlefield or beyond.

* Projected in theatres of operation and deployed on national and
international operational exercises

* Helps defend the information systems of the French armed
forces against cyber-attacks

+ Offers detection and response capabilities, provided by a unified
supervision and investigation system

* Supplied with supervision support

1. PERFORMANCE AND SECURITY

Detection and investigation through analysis of supervised
system logs and sensors

Advanced network decryption, detection and investigation using
probes and full traffic logging

Network extraction and file analysis using the Orion Malware®
tool developed by Airbus Defence and Space Cyber

Centralised supervision with presentation and prioritisation of
incidents via a business view

Orchestration of alert qualification and investigation of cyber
incidents

Strong and unique authentication to the system via the CymID®
solution developed by Airbus Defence and Space Cyber

Integration of threat intelligence and search for I1oCs



2. ROBUSTNESS AND DURABILITY OF SOLUTIONS

3rd generation projectable SOC system supplied to the armed forces

Training and support for exercises to ensure the system’s appropriation

Deployment and supervision support

Hotline and Maintenance in operational conditions and maintenance in security conditions

Drawing on Airbus Defence and Space Cyber’s expertise as an architect and integrator of
secure SOC systems, including projectable systems

3. ERGONOMY AND MODULARITY

Projectable and air-transportable boxes for
easy deployment

Highly modular, enabling you to build a
tailor-made SOC ecosystem depending on the
l\ deployment and operational context (from ‘All-in-
\ One’ boxes to boxes distributed over remote sites
and operable from a central site)

Secure remote access to facilitate multi-site
operation

Airbus Defence
and Space
Cyber

As the European leader in cyber
security and an end-to-end
integrator, we are a trusted partner
for Airbus, governments, armed
forces and operators of vital
importance.



We work with you as an
architect and integrator
for all your cyber
defence needs

We design advanced end-to-end cyber
protection solutions

Airbus Defence and Space Cyber supports you
at every stage of your requirements:

Design of secure architecture and support with
certification

Construction of a customised solution
Development and integration of the solution
System security validation

Maintenance in operational and security
conditions

Security audits
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